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KEY TAKEAWAYS

Ensure effective implementation and enforcement of the AI Act: The EU should 
prioritize consistent application and monitoring of its regulatory framework, 
as only credible enforcement can strengthen its position as a global normative 
actor in AI governance.

Build technological sovereignty: Long-term investment in strategic technol-
ogies – particularly semiconductors, computing infrastructure, and open AI 
models – is essential to reduce Europe’s vulnerability to external pressures and 
to maintain the capacity to shape standards independently.

Advance technology diplomacy: The EU should actively promote its rights-
based regulatory model, deepen cooperation with democratic partners, and 
strengthen its negotiating capacity within multilateral forums.

Offer credible alternatives for the Global South: Providing infrastructure and 
governance solutions grounded in transparency, accountability, and human 
rights can counter the diffusion of authoritarian digital models while enhanc-
ing Europe’s normative appeal.
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Increase engagement in international standard-setting processes: Active par-
ticipation in ISO, ITU, UNESCO and similar organizations is critical to defend-
ing European principles of interoperability, transparency, and accountability 
against competing frameworks promoted by China.

Develop systematic monitoring of authoritarian digital models: The EU should 
establish analytical tools to identify and assess the spread of China’s regulato-
ry and infrastructural frameworks, enabling proactive protection of the demo-
cratic digital order and anticipation of geopolitical risks linked to global tech-
nological fragmentation.
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Introduction 
China’s model of artificial intelligence (AI) regulation constitutes a coherent, comprehensive,
and highly centralized system in which technology is subordinated to the strategic interests 
of the state. Within this framework, AI is treated simultaneously as an economic resource, 
a tool of national security, and an instrument of social control. The system rests on the in-
tegration of legal, institutional, and technological components into a unified governance 
mechanism for this emerging technology. Its legal architecture encompasses both over-
arching provisions, establishing the foundations of digital security and detailed sectoral 
regulations targeting technologies with significant social impact. A common feature across 
these instruments is strict oversight of data, algorithms, and research processes. Chinese 
authorities embed this control in a narrative of “digital sovereignty” and the protection of the 
public interest, but in reality it legitimizes extensive state intervention in information flows. 
This model not only structures China’s domestic innovation ecosystem but also serves as a 
vehicle for projecting influence internationally. For the European Union, the Chinese model 
illustrates a state-centric approach to technological governance that may challenge Europe’s 
rights-based standards. Grasping these dynamics is crucial for reinforcing the EU’s regula-
tory capacity and advancing transparent, democratic frameworks for AI.

Political and Strategic Drivers of AI Development in China
China’s strategy for AI development has been permanently tied to the goals of state moderni-
zation and technological autonomy. The New Generation Artificial Intelligence Development 
Plan (2017) [1] identified AI as a key pillar of the economy, national security, and defense, as
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well as a tool for gaining advantage in geopolitical competition. It set out a three-stage roadm-
ap: catching up with global leaders by 2020, achieving major technological breakthroughs by 
2025, and becoming the world’s leading AI power by 2030.

Beijing has constructed a top-down governance model in which political priorities determine 
the direction of research and deployment, while central authorities integrate the public, pri-
vate, and academic sectors into joint strategic projects. This approach was exemplified in 
Chinese leader Xi Jinping’s speech of October 2018, in which he described AI as a key driving 
force behind a new round of scientific and technological revolution and industrial transfor-
mation. The political framing of AI as an “important strategic lever” (重要战略抓手) served 
as a signal for the intensification of both regulatory and investment efforts [2]. This message 
was reiterated and reinforced in Xi’s June 2024 address, which elevated AI to the rank of a 
transformative factor capable of reshaping the global technological and civilizational order. 
Xi emphasized that its impact extends beyond the economy and society to include models of 
civilizational development [3]. The importance of AI was also underscored in the 14th Five-
Year Plan (2021-2025) [4], which listed AI as one of the pillars of the digital economy, alongside 
big data, blockchain, cloud computing, and cybersecurity. The complementary 14th Five-Year 
Plan for Digital Economy Development [5] called for the integration of AI into critical sectors 
such as smart cities, public administration, industry, and mobility.

Taken together, these elements reflect a consistently implemented vision of state dominance 
over AI, in which regulatory frameworks enable broad interpretations of concepts such as 
national security and the public interest. This flexibility allows central authorities to shape 
norms while simultaneously intervening in the circulation of information.

Pillars of China’s AI Legal Order
At the core of China’s domestic legal framework for artificial intelligence lies the conviction 
that AI constitutes strategic infrastructure, something that must be designed and governed 
in a manner that reinforces state sovereignty, social stability, and long-term technological 
autonomy. This principle finds institutional expression in an expansive set of horizontal 
frameworks that underpin regulatory oversight of data, algorithms, and digital processes.

According to official documents, the Cybersecurity Law (2016) [6], which elevated cyberspace 
to the status of a component of national security, framing it as a domain of sovereignty. The 
law harmonized compliance requirements for digital products and services with national 
technical standards while institutionalizing the principle of data localization and the pro-
tection of critical information infrastructure. It also signaled the need for legality and pro-
portionality in the processing of personal data. Complementing this institutional structure,
the Data Security Law (2021) [7] introduced a comprehensive approach to data governance 
based on risk classification, mandatory incident reporting, risk assessments, and compliance
with the principles of legality and public interest protection. The law restricts cross-border 
data transfers and underpins China’s active participation in shaping international standards.
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A further cornerstone is the Personal Information Protection Law (2021) [8], which strength-
ens state control over cross-border data flows by imposing requirements for local storage and 
government authorization for data sharing.

Operationalizing Control: Sector-Specific Technology Regulations
The operationalization of China’s data governance principles is achieved through a range of 
implementing instruments. Beijing frames these measures as advancing ethics and transpar-
ency in data governance, emphasizing user protection, minimization of data use, and shared 
responsibility across government, enterprises, organizations, and citizens. For instance, 
The White Paper on the Protection of Personal Information in Mobile Internet Applications 
(Apps) (2021) [9] emphasizes transparency in data collection, minimization of data use, and 
technological oversight of apps, while assigning shared responsibilities to government, en-
terprises, organizations, and citizens. These principles are further developed in the Cyber-
security Standard Practice Guide – Guidelines for Self-Assessment of the Collection and Use 
of Personal Information by Mobile Internet Applications (Apps) (2020) [10], which require 
informed user consent, prohibit manipulative consent practices, and mandate that users be 
given the ability to delete or modify their data.

However, this rhetoric contrasts with the practical function of these instruments, which 
is to expand state capacity to monitor digital activity, enforce compliance obligations, and 
strengthen political oversight. By institutionalizing mechanisms of consent and transparen-
cy, the state positions itself as the ultimate guarantor of digital rights, while simultaneously
consolidating control over the circulation of information. This logic is further entrenched in
the Regulations on the Administration of Network Data Security (2024) [11], which introduce
supervisory mechanisms applicable to both domestic and foreign entities. Officially, these 
measures are justified as strengthening data security and ensuring accountability of online
platforms. In practice, however, they impose new obligations that bind private-sector actors
more closely to the state’s regulatory apparatus, requiring them to monitor user activity, re-
move non-compliant applications, and issue social responsibility reports.

Similarly, one of the most restrictive regulations in the biometric sphere – the Measures for 
the Security Administration of the Application of Facial Recognition Technology (2025) [12] – 
is framed as a privacy safeguard by mandating local processing of biometric data and explicit 
user consent. Yet, while presented as privacy protections, these measures ultimately operate 
as a powerful instrument of surveillance and centralized control over biometric information.

Together, these legislative measures form a coherent system that integrates sectoral and 
general regulations with enforcement mechanisms, thereby reinforcing China’s institutional 
and technological architecture of oversight. The horizontal framework is further operation-
alized through vertical sectoral rules that translate general principles into specific applica-
tions. In the area of algorithmic recommendation systems, lawmakers not only prohibit the



5 EuroHub4Sino Policy Paper 2025/14

manipulation of public opinion but also establish a registration infrastructure for systems 
with “significant social impact” and introduce multiple supervisory instruments. Due to the
somewhat vague legal categories, however, these measures leave wide scope for discretion-
ary interpretation by regulatory authorities.

Algorithmic Regulation and Generative Systems
Within China’s integrated framework for steering the digital future, sector-specific regula-
tions operationalize the horizontal legal architecture in the context of concrete technological 
applications and risks. Their adoption represents a shift of regulatory emphasis to the appli-
cation level, following a logic of prevention, accountability, and social mobilization. These 
instruments function as mechanisms of oversight for specific segments of the AI ecosystem.

A landmark development was the Interim Measures for the Administration of Generative 
Artificial Intelligence Services (2023) [13]. According to the Chinese government’s official nar-
rative, the measures are designed to balance the promotion of innovation with the safeguard-
ing of security, ensuring transparency in content and data sources. In practice, however, 
they institutionalize a system of strict state supervision, granting authorities wide-ranging 
powers to inspect training data and audit algorithms. Crucially, the measures also apply 
extraterritorially to providers offering services within China, thereby extending Beijing’s 
regulatory reach beyond its borders.

Their implementation was reinforced by the Basic Security Requirements for Generative 
Artificial Intelligence Services (2024) [14], which mandate regular self-assessments, content
labeling, and risk management from the design stage of AI models. Although formally a tech-
nical standard, in practice this document functions as a quasi-regulatory and enforcement
tool, enabling monitoring and early-warning mechanisms against systemic risks. A sim-
ilarly detailed regulatory architecture has emerged around deepfakes. The Provisions on 
the Administration of Deep Synthesis of Internet Information Services (2022) [15] impose 
supervisory duties on providers of synthetic content, requiring content identification, user 
verification, and active measures against disinformation. These provisions also integrate AI
into China’s state-led ideological infrastructure.

Further measures include the Provisions on the Administration of Algorithmic Recommen-
dation for Internet Information Services (2021) [16] and the Guiding Opinions on Strengthening 
the Comprehensive Governance of Algorithms for Internet Information Services (2021) [17]. 
Together, they establish standards of supervision and accountability, coupled with require-
ments for algorithm registration and disclosure. These measures, and related supervisory 
practices, such as the obligation imposed on companies like Alibaba, Tencent, and ByteDance 
to disclose core algorithms—demonstrate the growing integration of private-sector actors into 
the state’s regulatory apparatus. Despite occasional tensions, this cooperation has evolved 
into a mechanism of institutional learning that strengthens the state’s regulatory capacity 
and adaptability.
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Ethics and Trustworthiness as the Foundation of China’s AI Model
Official Chinese documents characterize ethics and trustworthiness as the foundation of 
China’s AI model. While Beijing presents these measures as advancing responsible and trans-
parent governance, in practice they function as instruments of oversight and political control. 
Within China’s integrated AI governance system, ethics, transparency, and trustworthiness 
permeate all levels of technology regulation. From data security and algorithmic architecture 
to sector-specific applications, ethical components are embedded in nearly every regulation 
and reinforced by dedicated normative instruments. Collectively, they underpin China’s 
evolving concept of “trustworthy AI” (可信人工智能), a notion that legitimizes the extension 
of state authority rather than protecting individual rights.

The first systematic attempt to articulate this approach was the Cybersecurity Standard 
Practice Guide – Guidelines for Ethical Norms of Artificial Intelligence (2020) [18], which 
identified five core categories of risk: loss of control, societal threats, violations of individual
rights, discrimination, and lack of accountability. The document also called for the creation of
an ethical ecosystem encompassing developers, operators, and users of AI systems. This was
followed by the Ethical Norms for the New Generation of Artificial Intelligence (2021) [19], 
which expanded on the idea of “human-centered AI” (以人为本). These norms emphasized 
the protection of individual rights, transparency of system operations, the prohibition of 
discrimination, and the obligation to inform users about the use of algorithms.

At the level of technical standardization, the White Paper on the Standardization of Artificial

Intelligence Security (2018, updated in 2021 and 2023) [20] has remained a key reference, defin-

ing five essential qualities of AI: reliability (可靠性), transparency (透明性), explainability (可解

释性), fairness (公平性), and privacy protection (隐私性). Complementing this, the Guidelines 

for Building a National New Generation Artificial Intelligence Standard System (2020) [21] 
present standardization as a coordination tool for the entire sector—from basic research to 
industrial deployment.

The culmination of these efforts came with the White Paper on Trustworthy Artificial Intel-
ligence (2021) [22], which argued that AI systems must be transparent, predictable, resilient 
to errors, and understandable to both users and operators. Among its priority values were 
responsibility, fairness, data protection, and the prevention of discrimination. Although Chi-
nese authorities emphasize ethics and trust in framing these measures, their practical effect
is to reinforce regulatory control and consolidate political authority. Yet as China’s online 
population surpassed one billion (close to 80% of the population) and generative AI tools 
spread rapidly, societal concerns have grown regarding the processing of personally iden-
tifiable data and information gathered from intelligent devices capable of analyzing user 
behavior and emotions. In this context, the regulator’s process of institutional learning plays
an increasingly important role. Obligations such as algorithm registration, regular consulta-
tions with major technology firms (e.g., Alibaba, Tencent, and ByteDance), and the develop-
ment of supervisory tools have strengthened administrative capacities, clarified intervention
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points, and standardized procedures such as algorithm security self-assessment reports. 
While officially presented as mechanisms that strengthen ethics and transparency, many 
of these regulations remain broad in scope and lack detailed implementation mechanisms. 
Their primary function is to reinforce state legitimacy in AI governance and to support a 
broader strategy of systemic oversight. Their domestic orientation and limited references 
to international standards (e.g., ISO, IEC), however, risk undermining interoperability and 
contributing to further fragmentation of the global regulatory ecosystem.

Ultimately, China’s integrated system of AI regulation is built on the consistent subordination 
of technology to state objectives, combined with the development of detailed instruments of 
control and legitimization. This model not only organizes the domestic innovation ecosystem 
but also serves as a tool of international expansion through the export of norms, standards, 
and technological values to other countries. For the European Union, understanding this 
system is of critical importance, both in terms of the threats it poses to the democratic digital 
order and for its implications in shaping global regulatory frameworks.

Digital Authoritarianism and the Export of China’s AI Model
While China’s regulatory system is primarily designed to consolidate state control over the 
domestic AI ecosystem, its logic does not stop at the national level. The same principles of 
sovereignty, security, and state-led governance that structure internal regulation are in-
creasingly projected outward. What emerges is a dual strategy. AI as a tool of modernization 
and legitimacy at home, and as an instrument of influence and norm diffusion abroad. This 
external dimension has been described as a form of “digital authoritarianism,” through which 
China exports not only infrastructure and technology but also the regulatory logic and values 
that underpin its domestic system.

A key vehicle for this expansion is the Digital Silk Road (DSR), formally incorporated into the 
Belt and Road Initiative. It involves large-scale investments in cross-border fibre-optic cables, 
undersea networks, data centres, and satellite channels, designed to build an “Information 
Silk Road” with China at its centre. By offering low-cost access to infrastructure, Beijing 
positions itself as a primary partner for developing countries with limited alternatives [23].

Artificial intelligence plays a pivotal role in this strategy. Chinese enterprises such as Hua-
wei, ZTE, Hikvision, Dahua, CloudWalk, and Yitu export surveillance systems, biometric 
identification tools, and smart city platforms. These technologies are frequently installed 
under DSR projects and are often deployed in authoritarian regimes, where they can be used 
for political control and social monitoring. Open-source and inexpensive AI models, such as 
DeepSeek, further reinforce China’s capacity to spread its standards, enabling adoption even
in states with limited technological resources. This expansion is not only economic but also
normative. By delivering integrated infrastructure and governance solutions, China promotes
weaker standards of data protection and embeds its state-centric model of oversight abroad.
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While China promotes the Digital Silk Road as a pathway to connectivity and shared prosper-
ity, in practice it operates as both a technological and geopolitical instrument. It enables the 
export of AI-driven surveillance and projects China’s state-centric governance model abroad. 
Through this dual track, Beijing strengthens its position as a leading technology partner for 
developing states while extending its normative influence well beyond its borders.

Confirmed incidents, such as the transfer of African Union data to Shanghai, illustrate the 
security and sovereignty risks that accompany such projects. The result is structural depend-
ence on Chinese providers, erosion of transparency, and diminished regulatory autonomy in 
many Global South Countries [24] [25].

Externalising China’s Regulatory Preferences
China seeks to build its own ethically and culturally embedded path of AI development, 
explicitly distancing itself from Western universalist frameworks. In Beijing’s narrative, AI 
governance should not constrain innovation but instead guarantee technological progress 
pursued for the common good of humanity. Artificial intelligence is presented as a central 
arena of technological and ideological competition with the West, where normative claims 
play a decisive role. In Beijing’s narrative, AI is portrayed as a tool for redistributing opportu-
nities, reducing inequalities and building a more just international order. Yet this discourse 
ultimately serves to strengthen China’s position as the advocate of the Global South and to 
promote its state-centric governance model internationally. It highlights values such as 
community, data sovereignty, and cultural as well as linguistic adaptation of AI models, 
contrasting these with the universal standards promoted by Western actors. This rhetoric 
centers on the notion of “true multilateralism” (真正多边主义) and the vision of “building a 
community with a shared future for mankind” (共同构建人类命运共同体), with the United 
Nations positioned as the primary coordinating platform.

A central expression of this ambition was showcased at the World Artificial Intelligence Con-
ference (WAIC) in Shanghai in July 2024, during which participants adopted the Shanghai 
Declaration on Global AI Governance [26]. The declaration called for the “healthy develop-
ment of AI, ensuring AI safety and building a common future for mankind,” echoing China’s 
preferred narrative of AI as a global public good. However, the declaration remained vague, 
lacking operational detail, and served mainly to legitimize China’s leadership role in shaping 
global norms.

At the WAIC in July 2025, held alongside a high-level governance meeting, Premier Li Qiang 
presented AI as a new driver of economic growth and daily life. He framed China’s agenda 
around three themes: inclusiveness, innovation, and global governance. The vision stressed 
open access and technology sharing with the Global South, joint research and talent ex-
change, and the creation of international regulatory frameworks. A key proposal was the 
establishment of a Global AI Cooperation Organization (世界人工智能合作组织) as a permanent 
platform to coordinate regulation and development at the international level [27]. Taken 
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Implications for the European Union
The diffusion of China’s AI regulatory model carries significant normative, technological, and 
geopolitical consequences for the European Union. On the normative level, China’s approach 
challenges the universality of principles such as privacy protection, freedom of expression, 
and transparency of digital systems. Beijing promotes an alternative paradigm in which 
individual rights are subordinated to the public interest. This risks eroding the fragile inter-
national consensus on the protection of fundamental human rights in the digital domain. In 
practice, the export of this model in the form of regulations or technical standards may lead
other states to adopt frameworks that curb civil liberties in the name of efficiency and secu-
rity.

In the technological sphere, the contest extends beyond leadership in language models or 
generative systems to include access to critical resources such as data, computing power, 
and hardware components. Particularly important is China’s drive for self-sufficiency in key
inputs (notably semiconductors) and the development of its own infrastructural standards 
(e.g., 5G networks, smart city systems), which increasingly compete with European solutions
on the global stage. On the geopolitical front, the expansion of Chinese regulatory and in-
frastructural models across the Global South risks creating rival digital blocs dominated by
authoritarian norms and values. China’s ability to combine technological offerings with po-
litical and financial incentives enhances its appeal to authoritarian governments and states

together, these initiatives underscored Beijing’s ambition to institutionalize its leadership 
and to position its model as an alternative to Western-led forums such as the G7 or OECD.

At the international level, China positions the UN as the cornerstone of its strategy for 
shaping global digital governance. China’s multilateral strategy centers on the UN, which 
it portrays as the legitimate forum for inclusive digital governance. In July 2024, the UN 
General Assembly adopted a resolution on Enhancing International Cooperation on Capaci-
ty-Building of Artificial Intelligence [28], co-sponsored by China and backed by 143 states. It 
stressed the need to empower developing countries in global governance and to equip them
with resources for effective participation. By working through the UN, Beijing seeks to rein-
force its legitimacy and project itself as the advocate of the Global South. On the surface, this 
strategy highlights inclusivity, but in practice it embeds China’s state-centric governance 
model into global debates.

Strategically, these initiatives demonstrate China’s effort to externalize its state-centric gov-
ernance model by embedding it within multilateral frameworks. While framed in terms of 
inclusivity, equality, and cooperation, they serve clear strategic objectives: counterbalancing
Western influence in standard-setting, legitimizing digital sovereignty, and securing inter-
national recognition for China’s approach. This trajectory poses a direct challenge for Europe 
and other democratic actors, who must respond by advancing credible alternatives that align 
rights-based values with effective governance structures.
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China’s activism in international organizations (e.g., ITU, ISO, UNESCO) further enables it 
to shape global technical and ethical frameworks, often in ways that conflict with Europe’s 
principles of transparency and accountability. The European Union must respond to these 
challenges through layered political, legal, and technological action. First, it is essential to 
consolidate its own regulatory framework by swiftly and effectively implementing the AI 
Act, coupled with robust enforcement mechanisms. At the same time, the EU must invest 
heavily in strategic technologies, including semiconductors, computing infrastructure, open
AI models, and high-reliability systems, in order to reduce external dependencies and en-
hance technological sovereignty. Equally important is technology diplomacy: deepening 
cooperation with democratic partners, promoting the European regulatory approach, and 
offering developing countries credible alternatives in both infrastructure and governance. 
These alternatives should be grounded in transparency, accountability, and the protection 
of human rights.

with weaker democratic institutions. This strategy undermines the EU’s capacity to forge 
broad international coalitions around an open internet, interoperable standards, and trans-
parent AI governance.
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