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KEY TAKEAWAYS

= What counts as relevant is being redefined by intelligentisation, where data
quality determines Al effectiveness, making peacetime civilian data acquisi-
tion a form of military preparation.

The establishment of ISF in April 2024 institutionalised the doctrinal shift of
information gathering into intelligentisation.

i

MCEF creates legal pathways for access to civilian capabilities and information,
rather than implying automatic espionage or data transfer.

Keywords
Al = There is an aggregation problem as individual datasets may appear innocuous
or commercially oriented, yet their combination can generate strategic value
PLA Tech . . . . . ..
by enabling more comprehensive profiling, inference, targeting, or Al training.
MCF _
= The EU’s principal gap is one of integration rather than absence: the EU already
PLA doctrine possesses instruments addressing cybersecurity, data protection, Al, invest-
Military-Civil ment screening, and research security, but these frameworks are not system-
ilitary-Civi . . . .
st atically connected around the cumulative military value that data can acquire
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through aggregation.
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Introduction

China is undergoing a qualitative transformation in how it understands military power.
The 2019 defence white paper marked the official elevation of intelligentised warfare (&8
{E&% %8, zhinéng hua zhanzhéng) in China’s defence discourse, describing it as an emerging
form of warfare driven by advances in Al, big data, cloud computing and other technolo-
gies. Its current modernisation phase, intelligentisation, treats data not as a by-product of
military activity but as a strategic resource essential for Al-enabled decision-making. The
April 2024 creation of the Information Support Force (ISF) reflects this shift by placing data
integration and information support at the centre of joint operations. By overseeing the net-
works, communications, and information infrastructure through which data is collected
and shared across the PLA (Pleople’s Liberation Army), the ISF provides a key institutional
foundation for intelligentised warfare.

For Europe, the challenge extends beyond traditional defence concerns. China's Mili-
tary-Civil Fusion (MCF) framework//| deliberately links civilian and military technological
ecosystems, allowing commercially acquired data, research outputs, and infrastructure in-
formation to contribute to broader national-security objectives. Individually, datasets such
as geospatial information, logistics records, telecommunications metadata, or industrial
data may appear benign. Aggregated and analysed at scale, however, they can reveal infra-
structure dependencies, supply-chain vulnerabilities, and operational patterns with poten-
tial military value.

This challenge is becoming increasingly relevant as the European Union accelerates de-
fence investment under initiatives such as Readiness 2030 and ReArm Europe. While these



efforts seek to strengthen military capabilities, they also increase reliance on Al, cloud in-
frastructure, telecommunications networks, and digitally enabled civilian systems. The
key question is therefore not only whether Europe is strengthening its military capabilities,
but whether the civilian data ecosystems underpinning those capabilities are receiving
comparable security attention.

Existing EU instruments addressing cybersecurity, data protection, investment screening,
research security, and critical infrastructure provide important safeguards. Yet they do not
consistently assess the cumulative military significance that can emerge when civilian
datasets are aggregated across sectors. This brief identifies that gap and proposes policy
responses.

PLA Intelligentised Warfare

Doctrinal Shift

PLA modernisation has followed a three-phase trajectory: mechanisation, informatisation,
and intelligentisation./”/ Mechanisation focused on modern platforms and weapons. Infor-
matisation connected those systems through digital networks, communications systems,
and information-sharing architectures. Intelligentisation/>/ goes a step further by trans-
forming information into decision advantage through artificial intelligence and large-scale
data integration.

Under this approach, information generated by satellites, unmanned systems, radar, cyber
operations, electronic warfare assets, and other sensors is integrated into shared data ar-
chitectures. The purpose is not merely to connect different systems but to create a contin-
uously updated operational picture that supports faster and more informed decision-mak-
ing. Al-enabled tools can assist commanders by identifying patterns, prioritising threats,
evaluating courses of action, and coordinating operations across domains.

The U.S. Department of Defense’s 2024/ assessment similarly notes that the PLA views
information superiority as a prerequisite for successful military campaigns and is pursuing
next-generation capabilities based on Al, big data, quantum computing, and other emerg-
ing technologies. Military effectiveness consequently depends increasingly on access to
large volumes of reliable and timely data. The operational logic can be represented as a
causal chain
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Figure 1 Author’s illustration based on U.S. Department of Defense (2024), and Center for Security and Emerging
Technology (2026)

Intelligentisation places greater emphasis on common data architectures capable of inte-
grating information generated across different services and operational domains./6/ The
objective is to move beyond information sharing between systems towards the continuous
fusion of information into a machine-readable battlespace picture from which command-
ers, and increasingly automated systems, can derive decisions. Al models are consequently
dependent not only on computing power but also on the quantity, diversity, timeliness, and
reliability of the data used to train and deploy/// them.

Thus, Intelligentisation represents an infrastructure challenge as much as a weapons-de-
velopment effort. AI-enabled military systems require sensors, communications networks,
cloud computing resources, databases, and data-management structures capable of sup-
porting continuous information fusion. China’s 15th Five-Year Plan (2026-2030) reflects
this logic by linking the development of information systems, data resources, and intelli-
gentised military capabilities within a broader framework/®/ of national strategic integra-
tion. This institutional approach extends beyond the PLA itself, linking military require-
ments to China’s wider technological, industrial, and data ecosystem through mechanisms
associated with military-civil fusion (MCF)

The strategic consequence is significant. Data is no longer simply generated through mili-
tary operations; it has become a critical input that must be acquired, managed, and protect-
ed before conflict occurs.

Institutionalisation of Data Warfare

The clearest evidence that intelligentisation is operational is that it has moved from doc-
trine into military organisation, as seen with the PLA’s April 2024 restructuring/ /(| of its
information-support architecture. On 19 April 2024, Beijing dissolved the Strategic Support
Force (SSF), which had unified space, cyber, and information operations since 2015. The
principal functions of SSF have been placed under three separate Central Military Commis-
sions (CMC): the Aerospace Force (ASF), responsible for space-based military capabilities;
Cyberspace Force (CSF), dedicated to network warfare and offensive cyber operations; and



the Information Support Force (ISF)////. The ISF is responsible for providing information
support, including the networks, communications, and information infrastructure required
for joint operations. The reform is significant because it gives information support an insti-
tutional position at the centre of joint operations. Thus, the organisational change reflects
a broader shift in how the PLA intends to fight: information must be collected, transmitted,
integrated, and made available across the force quickly enough to support joint operations.

Organisational Structure of the Military Forces in China

CENTRAL MILITARY
COMMISSION cMC

(CMC) Grade
|
SPRaTECIC Theater
THEATER PLAAIR | PLA ROCKET Grade
commanps | PLAARMY FORCE FORCE SUPPORSSFFORCE
Deput!
JOINT LOGISTICS MILITARY INFORMATION puxy
SUPPORT FORCE AEROSPACE CFE%ECRES(%AS?; PR FoeE Taaihe
(JLSF) FORCE (ASF) (ISF) race
CSF THEATER IN ION Corps or
POST-APRIL 2024 LBl BASES COMMUCATIONS Deputy
PEOPLE’S LIBERATION E ) Corps
ARMY (PLA) Grade
ORGANISATION
 Four military services, four
S THEATER Division ¢
» Removed Strategic Support INFORMATION Deputy
Force COMMUNICATION Division
» Elevated Information BRIGADES Grade

Communication Base to
Information Support Force

Figure 2 Author’s illustration based on U.S. Department of Defense (2024), CNA (2024), Jamestown Foundation
(2024), and Cyberspace Administration of China (2017)

The importance of the ISF extends beyond providing communications infrastructure. Intel-
ligentised warfare depends on the ability to collect, transmit, integrate, and distribute large
volumes of data rapidly across the force. Al systems depend on sufficiently large, relevant,
and reliable datasets to support effective battlefield assessment. The ISF contributes to the
networked information environment through which data generated by sensors, units, and
command systems can be made available for analysis and operational decision-making.
The April 2024 reform should consequently be understood not simply as an administrative
reorganisation, but as an institutional recognition that the effective exploitation of infor-
mation has become a core requirement of joint warfare.

This also changes the military significance of data acquired before conflict begins. If the
quality of training data directly affects//5/ the performance of intelligent algorithms, then



data relevant to military Al can acquire value long before it is used operationally. Com-
mercial, industrial, scientific, infrastructure, and telecommunications datasets can poten-
tially contribute to models, simulations, geographic understanding, or assessments of an
adversary’s capabilities and vulnerabilities. The relevant question is therefore not whether
a dataset is explicitly military, but whether it can improve the PLA's ability to understand,
model, or operate within the battlespace.

MCF: Civilian Data Pipeline as Military Resource

The connection between China’s civilian technological ecosystem and military moderni-
sation is reinforced by the broader framework of Military-Civil Fusion (MCF). MCF is a
state-led strategy for integrating civilian and defence capabilities, encouraging the sharing
and coordinated development of technologies, infrastructure, talent, research, and industri-
al capabilities that can contribute to national defence

Two legal provisions are particularly relevant to the potential extraterritorial implications
of this framework. The 2015 National Security Law//5/ adopts a broad conception of nation-
al security encompassing political, economic, military, cultural, social, and other domains.
The 2017 National Intelligence Law/ /0| further provides, in Article 7, that “any organisation
or citizen shall support, assist, and cooperate with state intelligence work.” Together, these
provisions illustrate how Chinese law can connect civilian entities and activities to na-
tional-security and intelligence objectives. They do not mean that every Chinese company
is automatically an agent of the state or that all civilian data is accessible to intelligence
authorities. Rather, they highlight the importance of considering the legal and institutional
environment//// in which Chinese entities operate when assessing access to strategically
significant data, infrastructure, technologies, or research.

This distinction is particularly important in Europe. A Chinese company, research institu-
tion, or technology provider does not need to be formally designated as a defence contractor
for information obtained through commercial or research activities to have potential stra-
tegic value. Access to European industrial processes, infrastructure information, geospa-
tial datasets, telecommunications systems, supply-chain information, or dual-use research
can contribute to China’s broader technological and intelligence ecosystem. The potential
security problem lies not only in the transfer of explicitly military technology, but also
in the aggregation of otherwise civilian information that can become militarily relevant
when combined with other datasets and capabilities.

Europe’s Exposure

Research and Technology Partnerships

The exposure operates at several levels simultaneously. Research partnerships can pro-
vide access to datasets, including dual-use data with potential military applications in ar-



eas such as materials science, autonomous systems, quantum technologies, and artificial
intelligence. They can also provide methodologies, technical expertise, models, and tacit
knowledge that may be difficult to acquire through conventional technology transfers. Par-
ticipation in European research networks can additionally create relationships and institu-
tional knowledge that facilitate future access to expertise and infrastructure. Research-se-
curity assessments nevertheless remain uneven//9 across Member States.

This situation is not limited to EU research programmes. Member States are also pursuing
bilateral cooperation with China in strategically relevant technologies. Slovakia provides a
good illustration: during President Peter Pellegrini’'s July 2026 visit/”(/ to Beijing, coopera-
tion in digital and emerging technologies featured alongside broader economic and invest-
ment ties. Such cooperation is not inherently problematic and does not imply that partic-
ipating Slovak entities are acting on behalf of the Chinese state. It nevertheless illustrates
the policy challenge: individual technology partnerships may be legitimate, while their
cumulative contribution to European technological and data exposure is harder to assess.

Infrastructure and Data

The more strategically significant exposure is infrastructural. European military capabili-
ties increasingly depend on civilian digital and physical infrastructure, while the operation
of this infrastructure generates data that may have military and intelligence value.

Three areas are particularly relevant: telecommunications, cloud infrastructure, and logis-
tics. Telecommunications infrastructure generates metadata on traffic patterns, geograph-
ic distributions of activity, and network architecture. Huawei equipment remains present
in parts of several European telecommunications networks, despite EU efforts to restrict
high-risk suppliers through measures such as the 5G cybersecurity toolbox/”//. Aggregated
over time, telecommunications data can provide insights into communications dependen-
cies and vulnerabilities.

Cloud and data processing present a different but related challenge. European dependence
on a small number of major cloud providers raises questions about who operates the in-
frastructure through which strategically sensitive datasets are stored, processed, and ag-
gregated. Three US companies account for approximately 65 percent of the European
cloud services market, illustrating the concentration of infrastructure on which European
institutions and other strategic actors increasingly depend. The significance of cloud infra-
structure lies not only in data storage but also in the ability to process information across
systems and datasets, potentially revealing patterns that are not apparent in individual
datasets.

Ports, logistics, and industrial systems generate another important category of data. Chi-
nese state-owned shipping interests have established significant positions in European
port infrastructure, most prominently through COSCO/”5/ Shipping’s investment in the Port



of Piraeus. Port and logistics systems generate continuous information on cargo flows, sup-
ply-chain dependencies, infrastructure use, and transportation patterns. Where civilian
infrastructure also supports military mobility, these data streams could provide insights
into military logistics and force movements. Industrial and smart-city systems similarly
generate sensor and operational data which, when collected across sites and over time, can
contribute to a broader picture of infrastructure dependencies and vulnerabilities.

No single dataset is necessarily sensitive in isolation. Their aggregation, however, can re-
veal infrastructure dependencies, logistical patterns, and potential vulnerabilities that are
difficult to identify from individual datasets.

Where Existing Security Instruments Fall Short

The EU is not starting from scratch and possesses a substantial set of security instru-
ments/”//, including investment screening mechanisms, cybersecurity regulations, crit-
ical-infrastructure protections, research-security initiatives, and economic-security
measures. The gap lies instead in how these instruments connect. Existing frameworks
generally assess specific risks, sectors, transactions, or systems. They are less suited to
identifying the cumulative military value that can emerge when otherwise legitimate ac-
cess to civilian datasets, infrastructure, research, and technologies is combined over time.

This limitation matters because intelligentised warfare relies precisely on the aggregation
of information. Telecommunications metadata, logistics information, industrial produc-
tion data, infrastructure records, and research outputs may appear predominantly civilian
when assessed individually. Analysed collectively, however, they can provide insights into
military mobility, supply-chain resilience, infrastructure vulnerabilities, and force-genera-
tion capacity. The strategic significance of a dataset may therefore depend less on its clas-
sification or original purpose than on what can be inferred when it is combined with other
information.

The policy gap is therefore one of integration and strategic assessment rather than requ-
latory absence. Existing EU instruments provide important entry points, but they do not
yet consistently assess whether access obtained through separate commercial, research,
technological, or infrastructural relationships can cumulatively contribute to a foreign
state’s military capabilities. This is particularly relevant in the Chinese context, where Mil-
itary-Civil Fusion seeks to connect civilian technological, industrial, scientific, and infor-
mation resources with broader national-security objectives.

Conclusion: Policy Implications

The challenge posed by China’s intelligentisation strategy is not primarily one of espio-
nage, cyber intrusion, or illicit technology transfer. Rather, it stems from the growing mil-
itary value of information acquired legally through commercial, research, and infrastruc-



tural engagement and becoming strategically significant when aggregated at scale. The
creation of the PLA's Information Support Force illustrates that China increasingly treats
data as a military resource, while Military-Civil Fusion creates mechanisms connecting
civilian technological, industrial, scientific, and information resources to national-security
objectives.

This has important implications for Europe. The EU already possesses extensive instru-
ments addressing cybersecurity, investment screening, critical infrastructure, economic
security, and research security. The problem is therefore not simply a lack of regulation,
but how risk is assessed. Existing frameworks tend to evaluate datasets, infrastructures,
investments, or research relationships separately, while the strategic advantage sought
through intelligentised warfare can emerge from their combination.

European policymakers should therefore place greater emphasis on the cumulative strate-
gic value of data. Risk assessments should consider not only whether individual datasets
are classified, personal, or explicitly military, but what could be inferred when information
from different sources is combined. Existing mechanisms can be adapted to account for
how civilian data access may contribute to military capability across sectors and Member
States.

The same logic should apply to foreign engagement. Where organisations operate within
legal or institutional frameworks connecting civilian activities to Chinese state intelligence
or defence objectives, this context should inform assessments of strategically significant
infrastructure, research partnerships, technologies, and datasets. Such linkages should not
automatically determine the outcome of an investment or partnership, but they should be
treated as a relevant factor in assessing strategic exposure.

The objective is not to close European data ecosystems or restrict legitimate engagement
with China. It is to ensure that openness does not create strategic dependencies that be-
come visible only after they have formed. In an era of intelligentised warfare, Europe must
therefore learn to identify not only sensitive data, but also when ordinary data becomes
strategically consequential through aggregation.
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